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Information for the Victim of Financial Crime
This information is being provided to you by the Parker County Sheriff's Office to assist you in dealing with the effects of
Identity Theft. This is not intended to and should not be used in lieu of legal counsel.

This packet is to be completed when you make a report of a financial crime such as identity theft, credit/debit card abuse
or forgery. You will be given a case number. This case number is required for some of the blanks on the attached forms.
Please retain your case number as creditors, financial institutions and credit reporting agencies will ask for it.

My Parker County Sheriff's Office report number is:
=

This packet is designed to provide the Parker County Sheriff's Office with information necessary to investigate your
allegation. This packet also contains information to assist you in the correction of your credit records and to help ensure
that you are not responsible for the debt incurred by the identity thief. It is important to understand that in the event a
suspect is identified and arrested and the case proceeds to court, you, as the victim, would most likely be required to
appear and testify.

Limiting Credit Damage and Correcting Fraudulent Information
Repairing the damage done to your credit by an identity thief can be a time consuming and frustrating'process. Keep in
mind that when dealing with creditors, each creditor has different policies and procedures for correcting fraudulent
nformation. Do not provide original documents and be sure to keep copies of everything you provide to the creditors.
Write down the dates, times and names of persons you speak with regarding your dentity theft as this information may be
useful to the Investigator assigned to your case.

Step 1:Contact your bank and other card issuers involved in your identity theft. If the theft involved checking, savings
or credit accounts you should do the following:
)> Contact the financial institution involved and file a fraud report with them. Each institution has a different fraud
reportthey require.
)> Close the account that was used fraudulently, and if checks are involved, place stop-payment on the checks you
did not write and have not yet been processed. Normally, If the account was a legitimate account that was used
fraudulently, the nstitution will simply issue a new account for you.
)> Create new personal ldentification numbers (PIN) for accounts that use them. Avoid using PINs that could be
easily guessed and never write the PIN on the card or anything that you carry with you.

Step 2: Contact all three major credit reporting bureaus and place a fraud alert on your file. With the fraud alert,
merchants and financial institutions may opt to contact you directly before any new credit is ssued in your name. A
Security Freeze may also be issued in which a PIN number would be required for credit to be extended. Consult the credit
reporting agency to see if a Security Freeze is right for your situation and learn how to setup a Security Freeze.

>  Equifax: 1-800-525-6285 www .equifax.com
>  Experian: 1-888-397-3742 www. experian.com
y> TransUnion: 1-800-680-7289 www.transunion.com

Step 3: File a report with the Federal Trade Commission. You can do so online at www.consumer.gov/idtheft.com or
by calling 1-877-IDTHEFT.

Step 4: Contact creditors involved in your Identity Theft by phone and in writing. Some of these creditors include banks,
mortgage companies, utility companies, telephone companies and cell phone companies. Provide these creditors with a
Letter of Dispute. Some may require you to complete another fraud affidavit. Please request the creditor be authorzed to
release information to the Parker County Sheriff's Office. A sample Letter of Dispute is included at the end of this packet.
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Step 5: Submit the Identity Theft Affidavit and copies to the Parker County Sheriff's Office. If you have not returned
this packetto the reporting Deputy, please mailor hand deliver this packetto:

Parker County Sheriffs Office
Financial Crimes

129 Hogle Street

Weatherford, Texas 76086

To be sure that all tems are delivered to the correct Investigator, please make sure your case number s clearly printed on
each page. Make sure you return this packet within 10 days..

Additional Useful Information

Other entities you may want to report your identity theft to:

1> Post.Office — If you suspect that your mail has been stolen or diverted with a false change of address request,
contact your local postal inspector. You can obtain the address and telephone number of the postal inspector for
your area at the Unites States Postal Servce website: http/fwww.usp s.com/ncsc/locators/findi shtml or by calling
800-275-8777.

¥>- Social Security Administration — if you suspect that someone is using your social security humber to obtain
employment, contact the Social Security Administration's fraud hotline at 800-269-0271. Order a copy of your
Personal Earnings and Benefits Estimate Statement (PEBES) to check the accuracy of your work history on file
with the Social Security Adminstration. You tan obtain a PEBES application at your local Social Security Office or
at http//www ssa.gov/online/ssa-7004 pdf.

1> State Department -- If your passport has been stolen, notfy the passport office in writing. You can obtain
additional information from the State Department's website: http://travel.state.gov/reportppt.html.

3> If you are contacted by a collection agency about a debt for which you are-not responsible, immediately notify them
that you did not create the debt and that you are a victim of identity theft. Follow up with the collection agency and
creditornwriting and include a Letter of Dispute and a copy of the FACTA Law.

Fair and Accurate Credit Transactions Act (FACTA) of 2004

This is an excetpt from the FACTA and is not the entire statute. You should include a copy of this excerpt with all

correspondence regarding your identity theft. For @ complete copy of this statute, enter 'FACTA" in your favorite internet
search engine.

SEC. 151. SUMMARY OF RIGHTS OF IDENTITY THEFT VICTIMS.
(a) InGeneral.--
(1) Summary.-Section 609 of the Fair Credit Reporting Act (15 U.S.C. 1681g) is amended by adding at the end the
following:

."(d) Summary of Rights of Identity The Victims.-- ) . ) ) o
".(1) In general.--The Commission, in consultation with the Federal banking agencies and the National Credit Union

Administration, shall prepare a model summary of the rights of consumers under this title with respect to the procedures

for remedying the effects of fraud or identity theft involving credit, an electronic fund transfer, or an account or transcartion
at or with a financial institution or other creditor.

"(2) Summary.-Beginning 60 days after the date onwhich the model summary of rights is prescribed in final form

by the Commission pursuantto paragraph (1), if any consumer contacts a consumer reporting agency and expresses a
belief that the consumer is a victim of fraud or identity theft involving credit, an electronic fund transfer, or an account or
transaction at or with a financial institution or other creditor, the consumer reporting agency shall, in addition to any other
action that the agency may take, provide the consumer with a summary of rights that contains all of the information
required by the Commission under paragraph (1), and information on how to contact the Commission to obtain more
detailedinformation.

"(e) Information Available to Victim.--

1)In general.--For the purpose of documenting fraudulent transactions resulting from identity theft, not later
than 30 days after the date of receipt of a request from a victim in accordance with paragraph (3), and subject to
verification of the identity of the victim and the claim of identity theft in accordance with paragraph (2), a business entity
that has provided credit to, provided for consideration products, goods, or services to, accepted payment from, or
otherwise entered into
a commercial transaction for consideration with, a person who has allegedly made unauthorized use of the means
of identification of the victim, shall provide a copy of application and business transaction records in the control of
the puslness entity, whether maintained by the business entity or by another person on behalf of the business
entity, evidencing any transaction alleged to be a result of identity theft to--
a request; or "'(A) the victim;

- "(B) any Federal, State, or local government law enforcement agency or officer specified by the victimin
such a request; or

"'(C) anylaw enforcementagency investigating the identity theft and authorized by the victim to take
receipt of records provided under the subsection.


http://travel.state.gov/reportppt.html

"(2) Verification of identity and claim.--Before a business entity provides any information under paragraph (1),
unless the business entity, at its discretion, otherwise has a high degree of confidence that i knows the identity of the
victim making a request under paragraph (1), the victim shall provide to the business entity--

"(A) as proof of positive dentification of the victim, at the election of the business entity--
"(i) the presentation of a government-issued identification card;
"(ii) personally identifying information of the same type as was provided to the bushess entity by the
unauthorized person;or
.(i) personally identifying hformation that the business entty typically requests from new applicants or for
new transact ions, at the time of the victim's request for information, including any documentation described n clauses (i)
and (i); and
O "(B) as proof of a claim of dentity theft, at the election of the business entity--
,-(1) a copy of a police report evidencing the claim of the victim of dentty theft; and
"(ii) a properly completed--
.(l) copy of a standardized affidavit of identity theft developed and made available by the
Commission; or
"(I) an affidavit of fact that is acceptable to the business entity for that purpose.
"(3) Procedures --The request ofavictimunder paragraph (1) shall--
"(A) be in writing;
"(B) be mailedto an address specified by the business entity, ifany;and
"(C) if asked by the business entity, Include relevant information about any transaction alleged to be a result
of identity theft to facilitate complance with this section ncluding--
"(i) if known by the victim (or if readily obtainable by the victim), the date of the application or transaction;
and
"(ii) ifknown by the victim (or if readily obtainable by the victim), any other identifying information such
as an account or transaction number.

"(4) No charge to victim.--Information required to be provided under paragraph (1) shall be so provided without
charge.
"(5) Authority to decline to provide informatian.-A business entity may decline to provide information under
paragraph (1) if, in the exercise of good faith, the business entity determines that--

"(A) this subsection does not require disclosure of the nformation;

"(B) after reviewing the information provided pursuant to paragraph (2), the business entity does not have a
high degree of confidence in knowing the true identity of the individual requesting the nformation;

"(C) the request for the information is based on a misrepresentation of fact by the individual requesting the
information relevant to the request for information; or

"(D) the information requested is Internet navigational data- or similar information about a person's visit to a

website or online service.
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Sample Dispute Letter
This is an example letter that you may send to a credit reporting agency or a creditor who holds an account opened
fraudulently In your name or with your dentifying information. You should include a copy of your credit history showing the
fraudulent account as well as other documents that support your claim such as proof of residency or other paperwork. You
should mark out all but the kst four digits of your social security number f it appears on any of these documents. When
completing your ktter, replace the segments in brackets and in talics with the appropriate information.

Date

Your Name
YourAddress, City, State, Zip Code

Recipient Company Name
Address,City, State,Zip Code

Dear SirorMadam:

I am writing to dispute the following information in my file. Ihave circled the items Idispute on the attached copy
of the credit report Ireceived.

This item [identify item(s) disputed by name of source, such as creditor, and identify type of item, such as credit
account] is [inaccurate or incomplete} because [describe what is inaccurate or incomplete and why]. I am
requesting that the item be removed [or request another specific change] to correct the information.

Enclosed are copies of [use this sentence if applicable and describe any enclosed documentation, such as a
police report, Identity Theft Affidavit, payment records, and lor court documents] supporting my position. Please
reinvestigate this [these] matters[s] and [delete or correct] the disputed items[s] as soon as possible.

Jn addition, pursuant to FACTA, as a victim of identity theft lam requesting that you provide me with copies of
any and all applications and business transaction records related to the fraudulent accounts[s]. The copies of the
records can be mailed to me at the address listed above or faxed to [fax number] . In addition. please make
these records available to the Parker County Sheriff's Office upon their request.

Sincerely,
Your Name

Enclosures: [list whatyou are enclosing]

(retain this page for your records)




Sample Dispute Letter for Existing Accounts

This is an example letter that you may send to a creditor who holds an account that is kegitimately yours but was used
fraudulently by someone else. You should include a copy of statements or other documents that reflect the fraudulent
activity as well as any other documents that may support your claim. Different creditors have different policies and
procedures for disputing charges. This fetter may not be necessary for all creditors. Contact your creditor and request
instructions based on their policies and procedures. You should mark out all but the last four digits of your social security
number if it appears on any of these documents. When completing your letter, replace the segments in brackets and in
italics with the appropriate information.

Date

Your Name
Your Address, City, State, Zip Code

Recipient Company Name
Address, City, State, Zip Code

Dear Sir or Madam:

I am writing to dispute a fraudulent [charge or debit] on my account in the amount of $ —- Iam a victim of
dentity theft, and 1did not make this [charge or debit}. f am requesting that the [charge be removed I debit
reinstated], that any finance and other charges related to the fraudulent amount be credited, as well, and that |
received an accurate statement

Enclosed are copies of [use this sentence to describe any enclosed information, such as a police repotl or
Identity Theft Affldavi supporting my position. Please investigate this matter and correct the fraudulent [charge
or debit} as soon as possible.

In addition, pursuant to FACTA, as a victim of identity theft | am requesting that you provide me with copies of
any and all applicatlons and business transaction records related to the fraudulent account[s]. The copies of the
records can be mailed to me at the address above or faxed to [fax number]. In addition, please make these
recordsavailabletothe Parker County Sheriff's Office upontheirrequest.

Sincerely,
Your Name

Enclosures: [list what you are enclosing]

Instructions for Completing the Affidavit
Please print clearly and be as accurate and complete as possible. Incorrect or incomplete information will slow down the
process of investigating your case. Attach copies of any supporting documents {i.e. copies of checks, credit card
- statements, letters, etc.).

The ID Theft Affidavit must be completed and returned to the Sheriff's Office within ten (10) business days. f you do not
return the ID Theft Affidavit within ten (10) business days, the Criminal Investigations Division will not have sufficient
information to pursue your claim and your case will be suspended.

Obtain copies of your credit reports from the credit reporting agencies below and forward these reports to the Parker
County Sheriff's Office as soon as you receive them.

);. Equifax: 1:800-525-6285 www. equifax.com

);. Experian: 1-888-397-3742 www. experian.com
);. TransUnion: 1-800-680-7289 www.transunion.com
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